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摘 要 
 
随着经济和技术的不断发展，智能市场日渐强大，智能手机的普及度也越来
越广。目前，Android 系统占市场最大，正是由于 Android 的使用范围广，随之
也给 Android 手机带来了威胁，对 Android 手机的安全性要求也越来越高。对于
智能手机，它是一个年轻的平台，该平台的安全技术远远未能达到 PC 的水平，
对于手机信息的保护及其重要。本文从用户信息方面，以计算机相关安全技术为
基础研究手机平台的安全性问题。分析出手机比较重要、隐私的信息，然后根据
Android 系统的结构，找到相应的提高用户信息安全的解决方案。 
本文主要从短信加密、短信通讯录备份恢复、程序开启加锁和进程监控及管
理入手，设计一个用户信息安全管理平台。基于该平台使用者可以将特定的短信
进行特殊加密；以及备份本地的短信及通讯讯息，并上传至服务器；可以为特定
软件的开启添加密码；可以监控系统进程信息，并对具体进程加以清理操作。 
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Abstract 
 
With the intelligence market increasingly powerful, the popularity of smart 
phones more widely. What’ more, Android accounts for the largest market. With the 
increase of users, Android security problems more and more interesting, the Android 
mobile phone security requirements have become more sophisticated. On smart 
phones, it's a platform for young, which hardly reach the level of PC security 
technology, so it is important to protect phone information. This thesis from the user 
information, based on computer related security technology mobile platform security 
issues. Analysis of the cell phone more important, privacy information, then according 
to the structure of the Android system, find the better solution that can improve the 
user information security. 
This thesis from message encryption, message address book backup and recovery, 
program opens the lock, and process monitoring and management, and design a 
user-information security management platform. Based on the platform the user can 
encrypt messages to a specific contact and backup local messages and address book, 
and upload them to the server; you can add a password for a specific software to open; 
you can monitor process information, cleanup of specific processes. 
 
Key Words:  Android; User Information; Security Management 
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